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Welcome to IMPETUS improving security in public spaces

IMPETUS is a Horizon 2020 Research and Innovation project aiming to help city authorities

improve security in public spaces. Our newsletters aim to keep you upto-date about project

goals and achievements, and perhaps encourage you to get involved in our w ork or (later)
use our results.

If you are in involved in public safety 8 directly or indirectly, as a potential user or as a
potential supplier 8 IMPETUS surely has something for you!

In this issue

Our third newsletter features accounts of z 9 Live Exercises (implementation tests)
of the IMPETUS platform and toolsin Oslo and Padova.
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security in public spaces around you?

JC" K" d bxxl COSEECoUrGped coBrhunity for people interested in
IMPETUSopics. Perhaps you would like to join?
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Also in this Newsletter: News in Brief and Forthcoming Events

This project receives funding from the European Union's Horizon 2020 research and
innovation programme under grant agreement No. 883286
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About IMPETUS

IMPETUS

IMPETUS will help smart city authorities to protect their citizens and improve security in
public places. The project will use staikthe-art technologies, adapt them to smarity
requirements and extenthem with newfunctionalities The thing that makeBMPETUS
special ists integratedapproach thataddresseshree complementary but overlapping
areas to deliver a single, coherent solutid®chnology, Ethics anlorkingProcesses.

|
Processes
Define the steps that
operational personnel
must take, and the

|
Ethics
Balance potentially
conflicting needs to
collect, transform and

|
Technology
Leverage the power of the
Internet of Things (loT),
Artificial Intelligence (Al)

and Big Data analysis to
provide powerful tools to
help operational
personnel manage
physical and cyber

share large amounts of

data with the imperative
of ensuring protection of

data privacy and respect
for other ethical concerns

assessments they need
to make, for effective
decision making and
coordination _ fully
aligned with their

individual context and
the powerful support
offered by the
technology.

. all'in the context of
ensuring benefits to
society

security in smart cities.

What kinds of threats are addressed by the IMPETUS solution?
IMPETUSUViIll provide technologies that address different types of threats:

9 Specific threatsvhere the nature of the threat is known e.g., a chemical or biological
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1 Evolving threatsvhere the nature of the threat is not yet knovwgbut where
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of threat may be developing.
The IMPETUSsolution is more than just technology: it also p|td1vsLJNJ GAGA?2 y SN a
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makers, managers and operational personnel.
IMPETU®asdemonstratel its solution in two pilot cities: Padova and Oslo.

ThelIMPETUS consortiurmonsists ofl6 partners from 11 different EU Member States and
Associated Countries, including 2 local government authorities (City of Padova and City
Oslo) that will lead the field trial implementations. The projisatlso supportd by a
Community of Safe and Secure Cities (COSZ3te€)below. The project has a duration3@f
months(September 202€February2023), a budgetof 9.3 ¢ | y R | NXIj dzS a
O2yiNROGdziA2Y 2F Tdp acd
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Find more on our website

https://www.impetus -project.eu MRS
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Live Exercises
IMPETUS

Following the success bbth LiveExercisesn Oslo and Padova, we feature these events in
thisthird IMPETUS Newslettén give our readersome insight into the eveni3he success
of these eventsvasreliant on the feedback that we received from guests and members
who attended the Acceptance Bi§, as well as the lessons learned from these events
(featured in IMPETUS Newsletter 2).

The first Live Exercise was in the on 18&h August 2022.

A comprehensive IMPETUS scenario was prepared and implemented at Oslo City Hall on the
18th of August for the first live exercise of the IMPETUS platform and tools. After careful
planning and preparation, all the IMPETUS tools supporting the processes of the city's
Security Operations Centre (SOC) were brought into one place. There were3ahqmoject
participants, five COSSEC members and about 60 external guests (from various actors in
Oslo responsible for emergency response, representatives from other cities in Norway and
representatives from other related projects in Norway and interoiadilly). The scenario

included testing of the individual roles and functions of the IMPETUS platform and

integrated tools.
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Narration being given on the balcony by Matthieu Branlat (SINTEF)

Live exercises amessential to the development and evaluation of the IMPETUS technologies
and approach. The handm experience of safety practitioners in live exercises in the pilot
cities of Oslo and Padova helps us to assess what works well and what needs to be
improved,and to learn how technologies can be effectively integrated in working processes.
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Demonstrators outside the Oslo City Hall
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In the Oslo live exercise, the SOC staff B
needed to prepare for a cybattack e
discovered on the ark web, interpret S
signals of possible unrest detected on social R
media, analyse unexpected anomalies in :
public transport movements, respond to a
person with a weapon in the middle of a
demonstration outside the City Hall, and
finally contain a biologicalt@ack on the City
Hall and manage the subsequent
evacuation.

The exercise was followed by a-deef
session where all participants were invited
to provide feedback on the IMPETUS , A
solution and make suggestions for how it N .

could be improved. They also prded g'é“g'x“"”‘“?‘
feedback on the live exercise itself and ¢KS W3dyvliyaQ
proposed ideas for how to plan the next live

exercise in Padova.

Magnus Devik Borge (City of Oslo) in one of thbriding sessions
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The day ended with an informal poster/demo session tratvided detailed

demonstrations of the tools and Practitioners Guides. External guests could move freely
0SUoSSyULINNEKB2viae s | yR 1 KS-dinedislogites betwged F NHzA G T d:
external guests and project members.

The poster/demo session

Somewords of thanksfrom the City of Oslo

Thanks to the good preparation and involvement of both the IMPETUS
team and the City of Oslo staff, and to the valuable contributions of our
very helpful external guests, we consider that the event was highly
successful in promoting the IMPETUS approach while also helping the
project team learn of things that need to be improved.
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